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    Daraja
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Elixir client for the Safaricom Daraja API.
Daraja is a programmatic API client for M-Pesa.Every
call takes a Daraja.Client as its first argument, returns typed {:ok, _} /
{:error, reason, _} tuples, and works against both sandbox and production
environments. Build a client once, reuse it across Express, C2B, B2B, and B2C
endpoints.
Features
	Clean API separated per Daraja product: Daraja.Express, Daraja.C2B, Daraja.B2B, Daraja.B2C
	Daraja.Client as the first argument to every call (multi-tenant friendly)
	Typed request/response structs with {:ok, _} / {:error, reason, _} tuples
	OAuth token caching via Daraja.Supervisor and Daraja.TokenCache
	Built-in security credential encryption (Daraja.SecurityCredential)
	Callback parsers for STK Push, C2B, B2B, and B2C webhooks
	Optional callback verification (Daraja.Callback.Security) and idempotency (Daraja.Callback.Guard)
	Pluggable HTTP client (Daraja.HTTPClient; Finch default)

Usage
Start a console with iex -S mix, configure your credentials (see
Configuration), then:
Client
iex> client = Daraja.Client.new()
%Daraja.Client{environment: :sandbox, ...}

iex> client = Daraja.Client.new(
...>   consumer_key: merchant.consumer_key,
...>   consumer_secret: merchant.consumer_secret
...> )
%Daraja.Client{...}
M-Pesa Express (STK Push)
Initiate a payment prompt on a customer's phone:
iex> Daraja.Express.request(client, %{
...>   amount: 100,
...>   phone_number: "254712345678",
...>   account_reference: "Order-001",
...>   transaction_desc: "Payment"
...> })
{:ok, %Daraja.Express.Response.Success{...}}
The client must carry business_short_code, passkey, and callback_url
(via Daraja.Client.new/1 options or application config).
Customer to Business (C2B)
Register callback URLs for payment notifications:
iex> Daraja.C2B.register_url(client, %{
...>   short_code: "600984",
...>   response_type: "Completed",
...>   confirmation_url: "https://example.com/c2b/confirmation",
...>   validation_url: "https://example.com/c2b/validation"
...> })
{:ok, %Daraja.C2B.Response.Success{...}}
Simulate a payment in the sandbox environment:
iex> Daraja.C2B.simulate(client, %{
...>   short_code: "600984",
...>   command_id: "CustomerPayBillOnline",
...>   amount: 100,
...>   msisdn: "254708374149",
...>   bill_ref_number: "INV-001"
...> })
{:ok, %Daraja.C2B.Response.Success{...}}
Business to Customer (B2C)
Pass the initiator password and certificate as a tuple — the library encrypts it
internally (sugar over Daraja.SecurityCredential.encrypt/2):
iex> Daraja.B2C.payment(client, %{
...>   originator_conversation_id: "my-unique-id-001",
...>   initiator_name: "testapi",
...>   security_credential: {"your-initiator-password", File.read!("sandbox-cert.cer")},
...>   command_id: "BusinessPayment",
...>   amount: 10,
...>   party_a: "600997",
...>   party_b: "254705912645",
...>   remarks: "Payout",
...>   queue_timeout_url: "https://example.com/b2c/timeout",
...>   result_url: "https://example.com/b2c/result",
...>   occasion: "Promo"
...> })
{:ok, %Daraja.B2C.Response.Success{...}}
For production, pre-encrypt at deploy time and store only the Base64 string:
iex> {:ok, security_credential} =
...>   Daraja.SecurityCredential.encrypt(
...>     "your-initiator-password",
...>     File.read!("cert.cer")
...>   )

iex> Daraja.B2C.payment(client, %{security_credential: security_credential, ...})
Business to Business (B2B)
Same credential options as B2C — tuple for convenience, pre-encrypted string
for production:
iex> Daraja.B2B.request(client, %{
...>   initiator: "testapi",
...>   security_credential: {"your-initiator-password", File.read!("sandbox-cert.cer")},
...>   command_id: "BusinessPayBill",
...>   sender_identifier_type: 4,
...>   receiver_identifier_type: 4,
...>   amount: 10_500,
...>   party_a: "600992",
...>   party_b: "600000",
...>   account_reference: "INV-001",
...>   remarks: "B2B Payment",
...>   queue_timeout_url: "https://example.com/b2b/timeout",
...>   result_url: "https://example.com/b2b/result"
...> })
{:ok, %Daraja.B2B.Response.Success{...}}
Callbacks
Safaricom Daraja callbacks are unsigned JSON POSTs. Verify each request
before treating parsed output as proof of payment. Register HTTPS callback URLs
with a secret query parameter (for example ?token=...), allowlist Safaricom
IP ranges, deduplicate on transaction IDs, and reconcile against your outbound
API calls when possible.
Daraja.Callback.Security ships community-documented Safaricom callback CIDRs
and explicit host defaults. They are not fetched from the live Daraja API—
verify against Safaricom support or your production logs, then override:
config :daraja,
  callback_cidrs: ["196.201.212.0/24", "196.201.213.0/24", "196.201.214.0/24"],
  callback_hosts: ["196.201.214.200", "196.201.212.127"]
Disable check_ip: true in sandbox/dev (ngrok and local tunnels will not match
production Safaricom ranges).
Start an optional idempotency guard:
children = [
  {Daraja.Callback.Guard, []}
]
Parse and verify inbound webhook payloads:
callback_secret = Application.fetch_env!(:my_app, :mpesa_callback_secret)
payload = conn.body_params

with :ok <-
       Daraja.Callback.Security.verify(
         ip: conn.remote_ip,
         check_ip: true,
         shared_secret: callback_secret,
         provided_secret: conn.params["token"]
       ),
     {:ok, callback} <- Daraja.Express.Callback.parse(payload),
     :ok <- Daraja.Callback.Guard.ensure_fresh(callback.checkout_request_id) do
  # fulfil order, persist receipt, etc.
  json(conn, Daraja.Express.Callback.accept())
else
  {:error, :untrusted_ip} -> send_resp(conn, 403, "Forbidden")
  {:error, :invalid_secret} -> send_resp(conn, 403, "Forbidden")
  {:error, :invalid_callback, _} -> send_resp(conn, 400, "Bad Request")
  {:error, :duplicate} -> json(conn, Daraja.Express.Callback.accept())
end
C2B validation example:
with :ok <- Daraja.Callback.Security.verify(ip: conn.remote_ip, check_ip: true, ...),
     {:ok, callback} <- Daraja.C2B.Callback.parse_validation(payload),
     :ok <- Daraja.Callback.Guard.ensure_fresh(callback.trans_id) do
  response =
    if valid_account?(callback.bill_ref_number) do
      Daraja.C2B.Callback.accept()
    else
      Daraja.C2B.Callback.reject("C2B00012")
    end

  json(conn, response)
end
See Daraja.Callback.Security, Daraja.Callback.Guard,
Daraja.Express.Callback, Daraja.C2B.Callback, Daraja.B2B.Callback,
and Daraja.B2C.Callback for full details.
Installation
Add :daraja and :finch to your list of dependencies in mix.exs:
def deps do
  [
    {:daraja, "~> 0.1.1"}
   #You replace this with client of your choice
    {:finch, "~> 0.23"}
  ]
end
:finch is optional in Daraja's own mix.exs but required for the default
HTTP adapter. CI tests the Finch adapter against 0.23 (minimum) and the
latest release matching ~> 0.23 so Mint/TLS stack changes are caught early.
Use {:finch, "~> 0.23"} in your app unless you provide a custom
Daraja.HTTPClient.
Start a Finch pool and optionally enable token caching in your application's
supervision tree:
children = [
  {Finch, name: Daraja.Finch},
  {Daraja.Supervisor, []}  # optional — enables OAuth token caching
]
The pool name defaults to Daraja.Finch. To use an existing Finch pool under a
different name, set the :finch_name config key and start the pool under that name:
# config/config.exs
config :daraja, :finch_name, MyApp.Finch
children = [
  {Finch, name: MyApp.Finch}
]
Run mix deps.get to install.
Configuration
Configure default credentials in your application config. Obtain keys from the
Safaricom Daraja developer portal:
config :daraja,
  consumer_key: "...",
  consumer_secret: "...",
  business_short_code: "174379",
  passkey: "bfb279...",
  callback_url: "https://example.com/callback",
  environment: :sandbox,
  b2b_initiator: "testapi",
  b2b_security_credential: "base64-credential",
  b2b_queue_timeout_url: "https://example.com/b2b/timeout",
  b2b_result_url: "https://example.com/b2b/result",
  b2c_initiator_name: "testapi",
  b2c_security_credential: "base64-credential",
  b2c_queue_timeout_url: "https://example.com/b2c/timeout",
  b2c_result_url: "https://example.com/b2c/result"
consumer_key and consumer_secret are always required. business_short_code,
passkey, and callback_url are needed for STK Push. The b2b_* and b2c_*
keys are optional defaults for Daraja.B2B.request/2 and Daraja.B2C.payment/2;
per-call params always take precedence.
Advanced topics
Security credentials
B2B and B2C require an encrypted initiator password. Safaricom provides a
certificate via the developer portal. For sandbox and local development, pass
{password, certificate} as a tuple and the library encrypts it for you. For
production, call Daraja.SecurityCredential.encrypt/2 at deploy time and store
only the resulting Base64 string so plaintext passwords never live in application
state.
Token caching
By default every API call fetches a fresh OAuth token. Add Daraja.Supervisor
to your supervision tree (see Installation) to enable ETS-backed
caching — subsequent calls reuse the token until it expires.
In umbrella apps, start one supervisor per credential set with distinct names
and point the library at the right cache via config:
# supervision tree
{Daraja.Supervisor, name: :billing_sup, cache_name: :billing_cache}

# config/config.exs
config :daraja, token_cache: :billing_cache
Custom HTTP client
Implement the Daraja.HTTPClient behaviour and configure it:
config :daraja, :http_client, MyApp.CustomHTTPClient
Note: If you configure a custom HTTP client, you can remove {:finch, "~> 0.23"}
from your mix.exs and drop the Finch pool from your supervision tree. Finch is an
optional dependency; leaving the default Daraja.HTTPClient.Finch configured while
omitting Finch from deps will raise at runtime with a clear message.
The default Finch adapter validates Safaricom HTTPS endpoints using your OS trust
store. It does not pin certificates. For pinning or a private CA, supply a custom
Daraja.HTTPClient with the TLS options your deployment requires.
Error handling
:auth_failed and gateway :http_error outcomes return a %Daraja.APIError{}
struct (parsed error_code / error_message when Safaricom sends JSON; otherwise
a short summary without the raw body). Business-level API rejections on HTTP 200/400
still return product-specific %Response.Error{} structs. Avoid logging full error
terms at :info or above in production — log error_code and error_message fields
instead.
Request validation
Payment request structs validate amount as a positive integer, Kenyan MSISDNs as
254XXXXXXXXX, and (for STK Push) account_reference length and transaction_type.
Override the MSISDN pattern when needed:
config :daraja, :msisdn_regex, ~r/^254\d{9}$/
Documentation
https://hexdocs.pm/daraja
Development
$ mix test
$ mix lint      # compile, format check, credo
$ mix dialyzer

FAQ
Sandbox vs production?
Set :environment in your application config or pass it to Daraja.Client.new/1.
The default is :sandbox, which targets https://sandbox.safaricom.co.ke.
Use :production for https://api.safaricom.co.ke.
Can I use this for multiple merchants?
Yes. Pass per-merchant credentials to Daraja.Client.new/1 — options override
values from the application environment on every call.
Copyright & License
Copyright (c) Okoth Kongo & Amos Kibet
Licensed under the Apache License, Version 2.0 (the "License"); you may not use
this file except in compliance with the License. You may obtain a copy of the
License at http://www.apache.org/licenses/LICENSE-2.0
Unless required by applicable law or agreed to in writing, software distributed
under the License is distributed on an "AS IS" BASIS, WITHOUT WARRANTIES OR
CONDITIONS OF ANY KIND, either express or implied. See the License for the
specific language governing permissions and limitations under the License.


  

    LICENSE


                                 Apache License
                           Version 2.0, January 2004
                        http://www.apache.org/licenses/

   TERMS AND CONDITIONS FOR USE, REPRODUCTION, AND DISTRIBUTION

   1. Definitions.

      "License" shall mean the terms and conditions for use, reproduction,
      and distribution as defined by Sections 1 through 9 of this document.

      "Licensor" shall mean the copyright owner or entity authorized by
      the copyright owner that is granting the License.

      "Legal Entity" shall mean the union of the acting entity and all
      other entities that control, are controlled by, or are under common
      control with that entity. For the purposes of this definition,
      "control" means (i) the power, direct or indirect, to cause the
      direction or management of such entity, whether by contract or
      otherwise, or (ii) ownership of fifty percent (50%) or more of the
      outstanding shares, or (iii) beneficial ownership of such entity.

      "You" (or "Your") shall mean an individual or Legal Entity
      exercising permissions granted by this License.

      "Source" form shall mean the preferred form for making modifications,
      including but not limited to software source code, documentation
      source, and configuration files.

      "Object" form shall mean any form resulting from mechanical
      transformation or translation of a Source form, including but
      not limited to compiled object code, generated documentation,
      and conversions to other media types.

      "Work" shall mean the work of authorship, whether in Source or
      Object form, made available under the License, as indicated by a
      copyright notice that is included in or attached to the work
      (an example is provided in the Appendix below).

      "Derivative Works" shall mean any work, whether in Source or Object
      form, that is based on (or derived from) the Work and for which the
      editorial revisions, annotations, elaborations, or other modifications
      represent, as a whole, an original work of authorship. For the purposes
      of this License, Derivative Works shall not include works that remain
      separable from, or merely link (or bind by name) to the interfaces of,
      the Work and Derivative Works thereof.

      "Contribution" shall mean any work of authorship, including
      the original version of the Work and any modifications or additions
      to that Work or Derivative Works thereof, that is intentionally
      submitted to Licensor for inclusion in the Work by the copyright owner
      or by an individual or Legal Entity authorized to submit on behalf of
      the copyright owner. For the purposes of this definition, "submitted"
      means any form of electronic, verbal, or written communication sent
      to the Licensor or its representatives, including but not limited to
      communication on electronic mailing lists, source code control systems,
      and issue tracking systems that are managed by, or on behalf of, the
      Licensor for the purpose of discussing and improving the Work, but
      excluding communication that is conspicuously marked or otherwise
      designated in writing by the copyright owner as "Not a Contribution."

      "Contributor" shall mean Licensor and any individual or Legal Entity
      on behalf of whom a Contribution has been received by Licensor and
      subsequently incorporated within the Work.

   2. Grant of Copyright License. Subject to the terms and conditions of
      this License, each Contributor hereby grants to You a perpetual,
      worldwide, non-exclusive, no-charge, royalty-free, irrevocable
      copyright license to reproduce, prepare Derivative Works of,
      publicly display, publicly perform, sublicense, and distribute the
      Work and such Derivative Works in Source or Object form.

   3. Grant of Patent License. Subject to the terms and conditions of
      this License, each Contributor hereby grants to You a perpetual,
      worldwide, non-exclusive, no-charge, royalty-free, irrevocable
      (except as stated in this section) patent license to make, have made,
      use, offer to sell, sell, import, and otherwise transfer the Work,
      where such license applies only to those patent claims licensable
      by such Contributor that are necessarily infringed by their
      Contribution(s) alone or by combination of their Contribution(s)
      with the Work to which such Contribution(s) was submitted. If You
      institute patent litigation against any entity (including a
      cross-claim or counterclaim in a lawsuit) alleging that the Work
      or a Contribution incorporated within the Work constitutes direct
      or contributory patent infringement, then any patent licenses
      granted to You under this License for that Work shall terminate
      as of the date such litigation is filed.

   4. Redistribution. You may reproduce and distribute copies of the
      Work or Derivative Works thereof in any medium, with or without
      modifications, and in Source or Object form, provided that You
      meet the following conditions:

      (a) You must give any other recipients of the Work or
          Derivative Works a copy of this License; and

      (b) You must cause any modified files to carry prominent notices
          stating that You changed the files; and

      (c) You must retain, in the Source form of any Derivative Works
          that You distribute, all copyright, patent, trademark, and
          attribution notices from the Source form of the Work,
          excluding those notices that do not pertain to any part of
          the Derivative Works; and

      (d) If the Work includes a "NOTICE" text file as part of its
          distribution, then any Derivative Works that You distribute must
          include a readable copy of the attribution notices contained
          within such NOTICE file, excluding those notices that do not
          pertain to any part of the Derivative Works, in at least one
          of the following places: within a NOTICE text file distributed
          as part of the Derivative Works; within the Source form or
          documentation, if provided along with the Derivative Works; or,
          within a display generated by the Derivative Works, if and
          wherever such third-party notices normally appear. The contents
          of the NOTICE file are for informational purposes only and
          do not modify the License. You may add Your own attribution
          notices within Derivative Works that You distribute, alongside
          or as an addendum to the NOTICE text from the Work, provided
          that such additional attribution notices cannot be construed
          as modifying the License.

      You may add Your own copyright statement to Your modifications and
      may provide additional or different license terms and conditions
      for use, reproduction, or distribution of Your modifications, or
      for any such Derivative Works as a whole, provided Your use,
      reproduction, and distribution of the Work otherwise complies with
      the conditions stated in this License.

   5. Submission of Contributions. Unless You explicitly state otherwise,
      any Contribution intentionally submitted for inclusion in the Work
      by You to the Licensor shall be under the terms and conditions of
      this License, without any additional terms or conditions.
      Notwithstanding the above, nothing herein shall supersede or modify
      the terms of any separate license agreement you may have executed
      with Licensor regarding such Contributions.

   6. Trademarks. This License does not grant permission to use the trade
      names, trademarks, service marks, or product names of the Licensor,
      except as required for reasonable and customary use in describing the
      origin of the Work and reproducing the content of the NOTICE file.

   7. Disclaimer of Warranty. Unless required by applicable law or
      agreed to in writing, Licensor provides the Work (and each
      Contributor provides its Contributions) on an "AS IS" BASIS,
      WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or
      implied, including, without limitation, any warranties or conditions
      of TITLE, NON-INFRINGEMENT, MERCHANTABILITY, or FITNESS FOR A
      PARTICULAR PURPOSE. You are solely responsible for determining the
      appropriateness of using or redistributing the Work and assume any
      risks associated with Your exercise of permissions under this License.

   8. Limitation of Liability. In no event and under no legal theory,
      whether in tort (including negligence), contract, or otherwise,
      unless required by applicable law (such as deliberate and grossly
      negligent acts) or agreed to in writing, shall any Contributor be
      liable to You for damages, including any direct, indirect, special,
      incidental, or consequential damages of any character arising as a
      result of this License or out of the use or inability to use the
      Work (including but not limited to damages for loss of goodwill,
      work stoppage, computer failure or malfunction, or any and all
      other commercial damages or losses), even if such Contributor
      has been advised of the possibility of such damages.

   9. Accepting Warranty or Additional Liability. While redistributing
      the Work or Derivative Works thereof, You may choose to offer,
      and charge a fee for, acceptance of support, warranty, indemnity,
      or other liability obligations and/or rights consistent with this
      License. However, in accepting such obligations, You may act only
      on Your own behalf and on Your sole responsibility, not on behalf
      of any other Contributor, and only if You agree to indemnify,
      defend, and hold each Contributor harmless for any liability
      incurred by, or claims asserted against, such Contributor by reason
      of your accepting any such warranty or additional liability.

   END OF TERMS AND CONDITIONS

   APPENDIX: How to apply the Apache License to your work.

      To apply the Apache License to your work, attach the following
      boilerplate notice, with the fields enclosed by brackets "[]"
      replaced with your own identifying information. (Don't include
      the brackets!)  The text should be enclosed in the appropriate
      comment syntax for the file format. We also recommend that a
      file or class name and description of purpose be included on the
      same "printed page" as the copyright notice for easier
      identification within third-party archives.

   Copyright [yyyy] [name of copyright owner]

   Licensed under the Apache License, Version 2.0 (the "License");
   you may not use this file except in compliance with the License.
   You may obtain a copy of the License at

       http://www.apache.org/licenses/LICENSE-2.0

   Unless required by applicable law or agreed to in writing, software
   distributed under the License is distributed on an "AS IS" BASIS,
   WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
   See the License for the specific language governing permissions and
   limitations under the License.
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v0.1.1
Update docs to reflect the finch version 0.23
v0.1.0
This is the initial release, it has the following functionalities:
	STK PUSH
	B2B 
	B2C
	C2B
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Elixir client for the Safaricom Daraja API.
All API calls take a Daraja.Client as their first argument. Build a client
once and reuse it; per-request options on Daraja.Client.new/1 override
values read from the application environment, which is handy for multi-tenant
callers.
client = Daraja.Client.new()
M-Pesa Express (STK Push)
Initiate a payment prompt on a customer's phone:
Daraja.Express.request(client, %{
  amount: 100,
  phone_number: "254712345678",
  account_reference: "Order-001"
})
Customer to Business (C2B)
Register callback URLs for payment notifications:
Daraja.C2B.register_url(client, %{
  short_code: "600984",
  response_type: "Completed",
  confirmation_url: "https://example.com/c2b/confirmation",
  validation_url: "https://example.com/c2b/validation"
})
Simulate a payment in the sandbox environment:
Daraja.C2B.simulate(client, %{
  short_code: "600984",
  command_id: "CustomerPayBillOnline",
  amount: 100,
  msisdn: "254708374149",
  bill_ref_number: "INV-001"
})
Business to Customer (B2C)
Pass the initiator password and certificate as a tuple — PaymentRequest.new/1
encrypts it internally (the tuple form is sugar over calling
Daraja.SecurityCredential.encrypt/2 yourself):
Daraja.B2C.payment(client, %{
  originator_conversation_id: "my-unique-id-001",
  initiator_name: "testapi",
  security_credential: {"your-initiator-password", File.read!("sandbox-cert.cer")},
  command_id: "BusinessPayment",
  amount: 10,
  party_a: "600997",
  party_b: "254705912645",
  remarks: "Payout",
  queue_timeout_url: "https://example.com/b2c/timeout",
  result_url: "https://example.com/b2c/result",
  occasion: "Promo"
})
For production, pre-encrypt with Daraja.SecurityCredential.encrypt/2 at
deploy time and store only the resulting Base64 string so plaintext passwords
never live in application state:
{:ok, security_credential} =
  Daraja.SecurityCredential.encrypt(
    "your-initiator-password",
    File.read!("cert.cer")
  )

Daraja.B2C.payment(client, %{security_credential: security_credential, ...})
Business to Business (B2B)
Same credential options as B2C — tuple for convenience, pre-encrypted string for
production:
Daraja.B2B.request(client, %{
  initiator: "testapi",
  security_credential: {"your-initiator-password", File.read!("sandbox-cert.cer")},
  command_id: "BusinessPayBill",
  sender_identifier_type: 4,
  receiver_identifier_type: 4,
  amount: 10_500,
  party_a: "600992",
  party_b: "600000",
  account_reference: "INV-001",
  remarks: "B2B Payment",
  queue_timeout_url: "https://example.com/b2b/timeout",
  result_url: "https://example.com/b2b/result"
})
Configuration
Configure default credentials in your application config:
config :daraja,
  consumer_key: "...",
  consumer_secret: "...",
  business_short_code: "174379",
  passkey: "bfb279...",
  callback_url: "https://example.com/callback",
  environment: :sandbox,
  b2b_initiator: "testapi",
  b2b_security_credential: "base64-credential",
  b2b_queue_timeout_url: "https://example.com/b2b/timeout",
  b2b_result_url: "https://example.com/b2b/result",
  b2c_initiator_name: "testapi",
  b2c_security_credential: "base64-credential",
  b2c_queue_timeout_url: "https://example.com/b2c/timeout",
  b2c_result_url: "https://example.com/b2c/result"
The b2b_* and b2c_* keys are optional defaults for Daraja.B2B.request/2
and Daraja.B2C.payment/2. Per-call params always take precedence over env
values, which is handy for multi-tenant callers that need to override
defaults per request.
Per-call overrides for multi-tenant callers:
client =
  Daraja.Client.new(
    consumer_key: merchant.consumer_key,
    consumer_secret: merchant.consumer_secret
  )
Callback security
Daraja does not sign inbound webhooks. Use Daraja.Callback.Security for IP
allowlisting and shared-secret checks, Daraja.Callback.Guard for idempotency,
and parse/1 on the product callback modules before fulfilling orders.
Default callback IP allowlists are community-documented Safaricom ranges—not
fetched from the live Daraja API. Override them for production:
config :daraja,
  callback_cidrs: ["196.201.212.0/24", "196.201.213.0/24", "196.201.214.0/24"],
  callback_hosts: ["196.201.214.200", "196.201.212.127"]
Token Caching
Production deployments must start both Finch and Daraja.Supervisor. Without
the supervisor, every API call performs a separate OAuth round-trip (logged once
as a warning when :warn_uncached_token is enabled, which is the default outside
:test).
Add both to your application's supervision tree:
children = [
  {Finch, name: Daraja.Finch},
  {Daraja.Supervisor, []}
]
In umbrella apps, start one supervisor per credential set with distinct names
and point the library at the right cache via config:
# supervision tree
{Daraja.Supervisor, name: :billing_sup, cache_name: :billing_cache}

# config/config.exs (or the umbrella child's config)
config :daraja, token_cache: :billing_cache
The :token_cache config value must be an atom. Omit it to use the default
Daraja.TokenCache. See Daraja.Auth.get_token/1 for details.
HTTP timeouts and retries
The default Finch adapter uses a 10 second receive timeout. Override in config:
config :daraja, :http_receive_timeout, 10_000
OAuth token fetches can opt into retry with exponential backoff (disabled by default):
config :daraja, :http_retry,
  enabled: true,
  max_attempts: 3,
  base_ms: 100,
  max_ms: 2_000
Payment POST calls are never retried automatically.
Custom HTTP Client
Implement Daraja.HTTPClient and configure it:
config :daraja, :http_client, MyApp.CustomHTTPClient
Custom adapters must verify TLS peers, avoid logging credentials or request
bodies, use bounded timeouts, and not follow redirects to unintended hosts.
See Daraja.HTTPClient.Compliance for a review checklist.

      




  

    
Daraja.APIError 
    



      
Structured error for :auth_failed, :http_error, and unparsed :request_failed
outcomes.
Safaricom JSON error envelopes are parsed into request_id, error_code, and
error_message. Non-JSON bodies are summarized without including the raw
response in inspect/1, so callers can log inspect(error) safely at :info
or above. Use raw_body/1 when the unparsed body is needed for debugging.
Accepted JSON keys
Fields are read from the first matching key in each group:
	request_id — "requestId", "requestid"
	error_code — "errorCode", "error" (OAuth-style)
	error_message — "errorMessage", "error_description" (OAuth-style)

Only non-empty binary values are accepted; falsy values (false, 0, "") are
treated as absent. A decoded JSON object must contain at least one of the keys
above or it is treated as an unrecognized error body.
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        Returns the unparsed response body when JSON decoding failed or the payload
was not a recognized error envelope.
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          @type status() :: pos_integer() | :unknown
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          @type t() :: %Daraja.APIError{
  error_code: String.t() | nil,
  error_message: String.t() | nil,
  raw_body: binary() | nil,
  request_id: String.t() | nil,
  status: status()
}
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          @spec raw_body(t()) :: binary() | nil


      


Returns the unparsed response body when JSON decoding failed or the payload
was not a recognized error envelope.
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Handles OAuth 2.0 authentication with the Daraja API.
Cached vs uncached tokens
Use get_token/1 for the recommended entry point. It returns a cached token
when Daraja.TokenCache is running, and falls back to a fresh network fetch
otherwise:
client = Daraja.Client.new()
{:ok, token} = Daraja.Auth.get_token(client)
Add Daraja.Supervisor to your application's supervision tree to enable
caching:
children = [
  {Daraja.Supervisor, []}
]
fetch_token/1 always hits the network and is unaffected by the cache.
Umbrella apps / custom cache names
get_token/1 looks up the cache registered as Daraja.TokenCache by
default. To use a cache started under a custom name, set the config key:
config :daraja, token_cache: :billing_cache
The :token_cache value must be an atom. Omit the key entirely to use the
default Daraja.TokenCache.
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        Fetches a fresh access token for the given client.
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        Returns a cached access token when Daraja.TokenCache is running; otherwise
fetches a fresh one from the network.
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          @type token_info() :: %{access_token: String.t(), expires_in: pos_integer()}
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          @spec fetch_token(Daraja.Client.t()) ::
  {:ok, String.t()}
  | {:error, :auth_failed, term()}
  | {:error, :http_error, term()}


      


Fetches a fresh access token for the given client.
Encodes the client's Consumer Key and Consumer Secret as a Basic Auth
credential and requests a client_credentials token from the Daraja
Authorization API. Every call hits the network.
Returns
	{:ok, token} — a valid access token string.
	{:error, :auth_failed, %Daraja.APIError{}} — the request completed but
credentials were rejected or the response body could not be parsed.
	{:error, :http_error, reason} — a network or transport-level failure.
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          @spec get_token(Daraja.Client.t()) ::
  {:ok, String.t()}
  | {:error, :auth_failed, term()}
  | {:error, :http_error, term()}


      


Returns a cached access token when Daraja.TokenCache is running; otherwise
fetches a fresh one from the network.
The cache name is read from Application.get_env(:daraja, :token_cache, Daraja.TokenCache). The config value must be an atom; omit the key to use
the default Daraja.TokenCache.
Returns
	{:ok, token} — a valid access token string.
	{:error, :auth_failed, %Daraja.APIError{}} — credentials were rejected or
the response body could not be parsed.
	{:error, :http_error, reason} — a network or transport-level failure.


  


        

      


  

    
Daraja.B2B 
    



      
Business to Business (B2B) payments.
Initiate transfers between organization shortcodes or till numbers.
Example
client = Daraja.Client.new()

Daraja.B2B.request(client, %{
  initiator: "testapi",
  security_credential: "base64-credential",
  command_id: "BusinessPayBill",
  sender_identifier_type: 4,
  receiver_identifier_type: 4,
  amount: 10500,
  party_a: "600992",
  party_b: "600000",
  account_reference: "INV-001",
  remarks: "B2B Payment",
  queue_timeout_url: "https://example.com/b2b/timeout",
  result_url: "https://example.com/b2b/result"
})
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        Sends a B2B payment request.
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          @type result() ::
  {:ok, Daraja.B2B.Response.Success.t()}
  | {:error, :invalid_request, list()}
  | {:error, :auth_failed, Daraja.APIError.t()}
  | {:error, :http_error, Daraja.APIError.t() | term()}
  | {:error, :request_failed,
     Daraja.B2B.Response.Error.t() | Daraja.APIError.t()}
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          @spec request(Daraja.Client.t(), map() | Daraja.B2B.PaymentRequest.t()) :: result()


      


Sends a B2B payment request.
Required params:
	initiator
	security_credential — pre-encrypted Base64 string or {password, pem} tuple (auto-encrypted)
	command_id
	sender_identifier_type
	receiver_identifier_type
	amount
	party_a
	party_b
	remarks
	queue_timeout_url
	result_url

Optional params:
	account_reference
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Helpers for parsing asynchronous B2B callback payloads posted to ResultURL.
B2B transactions are asynchronous; this module parses successful and unsuccessful
callback payloads into typed structs and provides helpers to extract
ResultParameters values by key.
Verify inbound requests with Daraja.Callback.Security, deduplicate on
originator_conversation_id with Daraja.Callback.Guard, and use parse/1
on untrusted input.
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        Builds the JSON response body used to acknowledge a B2B result callback.



    


    
      
        from_map(map)

      


        Parses a B2B callback payload map into a %Result{} struct.



    


    
      
        parse(map)

      


        Parses a B2B callback map from an untrusted HTTP request.
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        Flattens ResultParameters.ResultParameter into %{"Key" => value}.
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          @spec accept() :: %{required(String.t()) => String.t() | non_neg_integer()}


      


Builds the JSON response body used to acknowledge a B2B result callback.
B2B callbacks are one-way notifications; M-PESA only needs the merchant to
acknowledge receipt with ResultCode: 0.
Daraja.B2B.Callback.accept()
#=> %{"ResultCode" => 0, "ResultDesc" => "Success"}
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          @spec from_map(map()) :: Daraja.B2B.Callback.Result.t()


      


Parses a B2B callback payload map into a %Result{} struct.
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          @spec parse(map()) ::
  {:ok, Daraja.B2B.Callback.Result.t()}
  | {:error, :invalid_callback, String.t()}


      


Parses a B2B callback map from an untrusted HTTP request.
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          @spec result_parameters_map([map()] | map() | nil) :: %{
  optional(String.t()) => term()
}


      


Flattens ResultParameters.ResultParameter into %{"Key" => value}.
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Parsed B2B callback result payload.
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          @type reference_item() :: %{key: String.t(), value: term()} | nil
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          @type result_parameter() :: %{key: String.t(), value: term()}
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          @type t() :: %Daraja.B2B.Callback.Result{
  conversation_id: String.t() | nil,
  originator_conversation_id: String.t() | nil,
  reference_item: reference_item(),
  result_code: String.t() | integer() | nil,
  result_desc: String.t() | nil,
  result_parameters: [result_parameter()],
  result_parameters_map: %{optional(String.t()) => term()},
  result_type: integer() | nil,
  transaction_id: String.t() | nil
}
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Input struct for a B2B payment request.
Required fields:
	initiator
	security_credential
	command_id
	sender_identifier_type
	receiver_identifier_type
	amount
	party_a
	party_b
	remarks
	queue_timeout_url
	result_url

Optional fields:
	account_reference

security_credential
security_credential accepts either a pre-encrypted Base64 string or a
{initiator_password, pem} tuple. When a tuple is provided, encryption is
handled internally via Daraja.SecurityCredential.encrypt/2:
# Pre-encrypted (useful when you encrypt once at deploy time):
%{security_credential: "base64-encoded-credential", ...}

# Auto-encrypt (convenient for sandbox/dev):
%{security_credential: {"my-initiator-password", File.read!("sandbox.cer")}, ...}
The tuple form is sugar over calling Daraja.SecurityCredential.encrypt/2
inside PaymentRequest.new/1. In production, prefer pre-encrypting with
Daraja.SecurityCredential.encrypt/2 and storing only the resulting Base64
string — so plaintext passwords never live in application state at runtime.
When a tuple is supplied via application env, it is encrypted as soon as
the env fallback is read; the tuple nevertheless remains in
Application env until you replace it with a pre-encrypted string.
Application env fallbacks
initiator, security_credential, queue_timeout_url, and result_url
fall back to the :daraja application env when not supplied in params.
security_credential can be a pre-encrypted string or a {password, pem} tuple
in config; per-call params always take precedence:
config :daraja,
  b2b_initiator: "testapi",
  b2b_security_credential: "base64-credential",
  b2b_queue_timeout_url: "https://example.com/b2b/timeout",
  b2b_result_url: "https://example.com/b2b/result"

# Or in runtime.exs to read the cert file at boot:
config :daraja,
  b2b_security_credential: {"my-initiator-password", File.read!("priv/sandbox.cer")}
Per-call params always take precedence over env values, which is handy for
multi-tenant callers that need to override defaults per request.
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          @type t() :: %Daraja.B2B.PaymentRequest{
  account_reference: String.t() | nil,
  amount: pos_integer(),
  command_id: command_id(),
  initiator: String.t(),
  party_a: String.t(),
  party_b: String.t(),
  queue_timeout_url: String.t(),
  receiver_identifier_type: identifier_type(),
  remarks: String.t(),
  result_url: String.t(),
  security_credential: String.t(),
  sender_identifier_type: identifier_type()
}
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          @spec new(map()) ::
  {:ok, t()}
  | {:error, :invalid_request,
     [
       atom()
       | {:command_id, String.t()}
       | {:sender_identifier_type, String.t()}
       | {:receiver_identifier_type, String.t()}
       | {:security_credential,
          Daraja.SecurityCredential.encrypt_error() | :invalid_format}
     ]}
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Response structs for the B2B Payment Request API.
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        from_map(map)

      


        Parses a raw response map into a Success or Error struct.
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          @spec from_map(map()) ::
  Daraja.B2B.Response.Success.t() | Daraja.B2B.Response.Error.t()


      


Parses a raw response map into a Success or Error struct.
Note: Safaricom may return the misspelled key OriginatorCoversationID
(missing the second 'n'). Both spellings are handled for resilience.
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Returned when Safaricom rejects a B2B payment request.
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          @type t() :: %Daraja.B2B.Response.Error{
  error_code: String.t(),
  error_message: String.t(),
  request_id: String.t()
}
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Returned when Safaricom accepts a B2B payment request.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Daraja.B2B.Response.Success{
  conversation_id: String.t(),
  originator_conversation_id: String.t(),
  response_code: String.t(),
  response_description: String.t()
}


      



  


        

      


  

    
Daraja.B2C 
    



      
Business to Customer (B2C) payments.
Initiate disbursement from an M-PESA organization shortcode to a customer MSISDN.
Example
client = Daraja.Client.new()

Daraja.B2C.payment(client, %{
  originator_conversation_id: "my-unique-id-001",
  initiator_name: "testapi",
  security_credential: "base64-credential",
  command_id: "BusinessPayment",
  amount: 10,
  party_a: "600997",
  party_b: "254705912645",
  remarks: "Payment for promotion",
  queue_timeout_url: "https://example.com/b2c/timeout",
  result_url: "https://example.com/b2c/result",
  occasion: "PromoPayout"
})
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        Sends a B2C payment request.
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          @type result() ::
  {:ok, Daraja.B2C.Response.Success.t()}
  | {:error, :invalid_request, list()}
  | {:error, :auth_failed, Daraja.APIError.t()}
  | {:error, :http_error, Daraja.APIError.t() | term()}
  | {:error, :request_failed,
     Daraja.B2C.Response.Error.t() | Daraja.APIError.t()}
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          @spec payment(Daraja.Client.t(), map() | Daraja.B2C.PaymentRequest.t()) :: result()


      


Sends a B2C payment request.
Required params:
	originator_conversation_id
	initiator_name
	security_credential — pre-encrypted Base64 string or {password, pem} tuple (auto-encrypted)
	command_id
	amount
	party_a
	party_b
	remarks
	queue_timeout_url
	result_url

Optional params:
	occasion


  


        

      


  

    
Daraja.B2C.Callback 
    



      
Helpers for parsing asynchronous B2C callback payloads posted to ResultURL.
B2C transactions are asynchronous; this module parses successful and unsuccessful
callback payloads into typed structs and provides helpers to extract
ResultParameters values by key.
Verify inbound requests with Daraja.Callback.Security, deduplicate on
originator_conversation_id with Daraja.Callback.Guard, and use parse/1
on untrusted input.
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        Builds the JSON response body used to acknowledge a B2C result callback.



    


    
      
        from_map(map)

      


        Parses a B2C callback payload map into a %Result{} struct.



    


    
      
        parse(map)

      


        Parses a B2C callback map from an untrusted HTTP request.



    


    
      
        result_parameters_map(parameters)

      


        Flattens ResultParameters.ResultParameter into %{"Key" => value}.
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          @spec accept() :: %{required(String.t()) => String.t() | non_neg_integer()}


      


Builds the JSON response body used to acknowledge a B2C result callback.
B2C callbacks are one-way notifications; M-PESA only needs the merchant to
acknowledge receipt with ResultCode: 0.
Daraja.B2C.Callback.accept()
#=> %{"ResultCode" => 0, "ResultDesc" => "Success"}
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          @spec from_map(map()) :: Daraja.B2C.Callback.Result.t()


      


Parses a B2C callback payload map into a %Result{} struct.
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          @spec parse(map()) ::
  {:ok, Daraja.B2C.Callback.Result.t()}
  | {:error, :invalid_callback, String.t()}


      


Parses a B2C callback map from an untrusted HTTP request.
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          @spec result_parameters_map([map()] | map() | nil) :: %{
  optional(String.t()) => term()
}


      


Flattens ResultParameters.ResultParameter into %{"Key" => value}.
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Parsed B2C callback result payload.
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          @type reference_item() :: %{key: String.t(), value: term()} | nil
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          @type result_parameter() :: %{key: String.t(), value: term()}
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          @type t() :: %Daraja.B2C.Callback.Result{
  conversation_id: String.t() | nil,
  originator_conversation_id: String.t() | nil,
  reference_item: reference_item(),
  result_code: String.t() | integer() | nil,
  result_desc: String.t() | nil,
  result_parameters: [result_parameter()],
  result_parameters_map: %{optional(String.t()) => term()},
  result_type: integer() | nil,
  transaction_id: String.t() | nil
}
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Input struct for a B2C payment request.
Required fields:
	originator_conversation_id
	initiator_name
	security_credential
	command_id
	amount
	party_a
	party_b
	remarks
	queue_timeout_url
	result_url

Optional fields:
	occasion

security_credential
security_credential accepts either a pre-encrypted Base64 string or a
{initiator_password, pem} tuple. When a tuple is provided, encryption is
handled internally via Daraja.SecurityCredential.encrypt/2:
# Pre-encrypted (useful when you encrypt once at deploy time):
%{security_credential: "base64-encoded-credential", ...}

# Auto-encrypt (convenient for sandbox/dev):
%{security_credential: {"my-initiator-password", File.read!("sandbox.cer")}, ...}
The tuple form is sugar over calling Daraja.SecurityCredential.encrypt/2
inside PaymentRequest.new/1. In production, prefer pre-encrypting with
Daraja.SecurityCredential.encrypt/2 and storing only the resulting Base64
string — so plaintext passwords never live in application state at runtime.
When a tuple is supplied via application env, it is encrypted as soon as
the env fallback is read; the tuple nevertheless remains in
Application env until you replace it with a pre-encrypted string.
Application env fallbacks
initiator_name, security_credential, queue_timeout_url, and result_url
fall back to the :daraja application env when not supplied in params.
security_credential can be a pre-encrypted string or a {password, pem} tuple
in config; per-call params always take precedence:
config :daraja,
  b2c_initiator_name: "testapi",
  b2c_security_credential: "base64-credential",
  b2c_queue_timeout_url: "https://example.com/b2c/timeout",
  b2c_result_url: "https://example.com/b2c/result"

# Or in runtime.exs to read the cert file at boot:
config :daraja,
  b2c_security_credential: {"my-initiator-password", File.read!("priv/sandbox.cer")}
Per-call params always take precedence over env values, which is handy for
multi-tenant callers that need to override defaults per request.
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          @type command_id() :: String.t()
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          @type security_credential_input() :: String.t() | {String.t(), String.t()}


      



  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Daraja.B2C.PaymentRequest{
  amount: pos_integer(),
  command_id: command_id(),
  initiator_name: String.t(),
  occasion: String.t() | nil,
  originator_conversation_id: String.t(),
  party_a: String.t(),
  party_b: String.t(),
  queue_timeout_url: String.t(),
  remarks: String.t(),
  result_url: String.t(),
  security_credential: String.t()
}
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          @spec new(map()) ::
  {:ok, t()}
  | {:error, :invalid_request,
     [
       atom()
       | {:command_id, String.t()}
       | {:security_credential,
          Daraja.SecurityCredential.encrypt_error() | :invalid_format}
     ]}


      



  


        

      


  

    
Daraja.B2C.Response 
    



      
Response structs for the B2C Payment Request API.
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        from_map(map)

      


        Parses a raw response map into a Success or Error struct.
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          @spec from_map(map()) ::
  Daraja.B2C.Response.Success.t() | Daraja.B2C.Response.Error.t()


      


Parses a raw response map into a Success or Error struct.
Note: Safaricom may return the misspelled key OriginatorCoversationID
(missing the second 'n'). Both spellings are handled for resilience.

  


        

      


  

    
Daraja.B2C.Response.Error 
    



      
Returned when Safaricom rejects a B2C payment request.
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          @type t() :: %Daraja.B2C.Response.Error{
  error_code: String.t(),
  error_message: String.t(),
  request_id: String.t()
}


      



  


        

      


  

    
Daraja.B2C.Response.Success 
    



      
Returned when Safaricom accepts a B2C payment request.
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          @type t() :: %Daraja.B2C.Response.Success{
  conversation_id: String.t(),
  originator_conversation_id: String.t(),
  response_code: String.t(),
  response_description: String.t()
}


      



  


        

      


  

    
Daraja.C2B 
    



      
Customer to Business (C2B) — receive payment notifications for Paybill or Till numbers.
Register URLs
Register your confirmation and (optional) validation callback URLs:
client = Daraja.Client.new()

Daraja.C2B.register_url(client, %{
  short_code: "600984",
  response_type: "Completed",
  confirmation_url: "https://example.com/c2b/confirmation",
  validation_url: "https://example.com/c2b/validation"
})
response_type controls what M-PESA does when your validation URL is unreachable:
	"Completed" — M-PESA completes the transaction automatically.
	"Cancelled" — M-PESA cancels the transaction automatically.

Simulate (sandbox only)
Simulate a C2B payment in the sandbox environment:
Daraja.C2B.simulate(client, %{
  short_code: "600984",
  command_id: "CustomerPayBillOnline",
  amount: 100,
  msisdn: "254708374149",
  bill_ref_number: "INV-001"
})
Handle Callbacks
Parse inbound validation and confirmation payloads posted by M-PESA to your registered URLs.
See Daraja.C2B.Callback for details.
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        Registers callback URLs for C2B payment notifications.
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        Simulates a C2B payment transaction. Sandbox only — not supported in production.
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          @type result() ::
  {:ok, Daraja.C2B.Response.Success.t()}
  | {:error, :invalid_request, list()}
  | {:error, :auth_failed, Daraja.APIError.t()}
  | {:error, :http_error, Daraja.APIError.t() | term()}
  | {:error, :request_failed,
     Daraja.C2B.Response.Error.t() | Daraja.APIError.t()}
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          @spec register_url(Daraja.Client.t(), map() | Daraja.C2B.RegisterUrlRequest.t()) ::
  result()


      


Registers callback URLs for C2B payment notifications.
Required params: short_code, response_type, confirmation_url, validation_url.
response_type must be "Completed" or "Cancelled" (sentence case).
Note: In production this is a one-time registration. To change URLs, delete
them via the M-PESA Org portal and re-register.
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          @spec simulate(Daraja.Client.t(), map() | Daraja.C2B.SimulateRequest.t()) :: result()


      


Simulates a C2B payment transaction. Sandbox only — not supported in production.
Required params: short_code, command_id, amount, msisdn.
Optional params: bill_ref_number.
command_id must be "CustomerPayBillOnline" or "CustomerBuyGoodsOnline".

  


        

      


  

    
Daraja.C2B.Callback 
    



      
Helpers for parsing inbound C2B callback payloads posted by M-PESA to
the merchant's registered validation and confirmation URLs.
Daraja does not sign callbacks. Verify requests with
Daraja.Callback.Security, deduplicate on trans_id with
Daraja.Callback.Guard, and use parse_validation/1 or
parse_confirmation/1 on untrusted input from the matching route.
Validation flow
When External Validation is enabled, M-PESA posts a validation request to
your ValidationURL before completing a transaction. You must respond within
~8 seconds using accept/0 or reject/1.
with :ok <- Daraja.Callback.Security.verify(ip: conn.remote_ip, check_ip: true, ...),
     {:ok, callback} <- Daraja.C2B.Callback.parse_validation(payload) do
  response =
    if valid_account?(callback.bill_ref_number) do
      Daraja.C2B.Callback.accept()
    else
      Daraja.C2B.Callback.reject("C2B00012")
    end

  json(conn, response)
end
Confirmation flow
After a successful transaction, M-PESA posts a confirmation to your
ConfirmationURL. No response action is required — M-PESA has already
completed the transaction.
Result codes for rejection
	Code	Meaning
	C2B00011	Invalid MSISDN
	C2B00012	Invalid Account Number
	C2B00013	Invalid Amount
	C2B00014	Invalid KYC Details
	C2B00015	Invalid Short Code
	C2B00016	Other Error
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        accept()

      


        Builds the JSON response body to accept a validation request.



    


    
      
        from_confirmation_map(map)

      


        Parses a C2B confirmation callback map into a %Confirmation{} struct.



    


    
      
        from_map(map, atom)

      


        Parses a raw callback map into a %Validation{} or %Confirmation{} struct.



    


    
      
        from_validation_map(map)

      


        Parses a C2B validation callback map into a %Validation{} struct.



    


    
      
        kind(arg1)

      


        Returns :validation or :confirmation for a parsed C2B callback.



    


    
      
        parse(map)

      


        Parses a C2B callback map from an untrusted HTTP request.



    


    
      
        parse_confirmation(map)

      


        Parses a C2B confirmation callback from an untrusted HTTP request.
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        Parses a C2B validation callback from an untrusted HTTP request.
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        Builds the JSON response body to reject a validation request.
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          @spec accept() :: %{required(String.t()) => String.t()}


      


Builds the JSON response body to accept a validation request.
Daraja.C2B.Callback.accept()
#=> %{"ResultCode" => "0", "ResultDesc" => "Accepted"}
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          @spec from_confirmation_map(map()) :: Daraja.C2B.Callback.Confirmation.t()


      


Parses a C2B confirmation callback map into a %Confirmation{} struct.
Use on your ConfirmationURL route.
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          @spec from_map(map(), :validation | :confirmation) ::
  Daraja.C2B.Callback.Validation.t() | Daraja.C2B.Callback.Confirmation.t()


      


Parses a raw callback map into a %Validation{} or %Confirmation{} struct.
Pass :validation or :confirmation to match the HTTP route that received
the callback. Do not infer message type from payload fields such as
OrgAccountBalance.
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          @spec from_validation_map(map()) :: Daraja.C2B.Callback.Validation.t()


      


Parses a C2B validation callback map into a %Validation{} struct.
Use on your ValidationURL route; do not infer validation vs confirmation
from payload fields alone.
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          @spec kind(Daraja.C2B.Callback.Validation.t() | Daraja.C2B.Callback.Confirmation.t()) ::
  :validation | :confirmation


      


Returns :validation or :confirmation for a parsed C2B callback.
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          @spec parse(map()) ::
  {:error, :ambiguous_callback, String.t()}
  | {:error, :invalid_callback, String.t()}


      


Parses a C2B callback map from an untrusted HTTP request.
Returns {:error, :ambiguous_callback, reason} because validation and
confirmation payloads share the same shape. Use parse_validation/1 on your
validation URL and parse_confirmation/1 on your confirmation URL instead.
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          @spec parse_confirmation(map()) ::
  {:ok, Daraja.C2B.Callback.Confirmation.t()}
  | {:error, :invalid_callback, String.t()}


      


Parses a C2B confirmation callback from an untrusted HTTP request.
Call from your ConfirmationURL route handler.
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          @spec parse_validation(map()) ::
  {:ok, Daraja.C2B.Callback.Validation.t()}
  | {:error, :invalid_callback, String.t()}


      


Parses a C2B validation callback from an untrusted HTTP request.
Call from your ValidationURL route handler.
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          @spec reject(String.t()) :: %{required(String.t()) => String.t()}


      


Builds the JSON response body to reject a validation request.
result_code must be one of: "C2B00011", "C2B00012", "C2B00013",
"C2B00014", "C2B00015", "C2B00016". Defaults to "C2B00016" ("Other
Error") if an unrecognised code is supplied.
Daraja.C2B.Callback.reject("C2B00012")
#=> %{"ResultCode" => "C2B00012", "ResultDesc" => "Invalid Account Number"}

  


        

      


  

    
Daraja.C2B.Callback.Confirmation 
    



      
Payload received at the ConfirmationURL after M-PESA completes a transaction.
org_account_balance contains the new balance after payment.
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          @type t() :: %Daraja.C2B.Callback.Confirmation{
  bill_ref_number: String.t(),
  business_short_code: String.t(),
  first_name: String.t(),
  invoice_number: String.t(),
  last_name: String.t(),
  middle_name: String.t(),
  msisdn: String.t(),
  org_account_balance: String.t(),
  third_party_trans_id: String.t(),
  trans_amount: String.t(),
  trans_id: String.t(),
  trans_time: String.t(),
  transaction_type: String.t()
}


      



  


        

      


  

    
Daraja.C2B.Callback.Validation 
    



      
Payload received at the ValidationURL before M-PESA completes a transaction.
org_account_balance is blank for validation requests.
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          @type t() :: %Daraja.C2B.Callback.Validation{
  bill_ref_number: String.t(),
  business_short_code: String.t(),
  first_name: String.t(),
  invoice_number: String.t(),
  last_name: String.t(),
  middle_name: String.t(),
  msisdn: String.t(),
  org_account_balance: String.t(),
  third_party_trans_id: String.t(),
  trans_amount: String.t(),
  trans_id: String.t(),
  trans_time: String.t(),
  transaction_type: String.t()
}


      



  


        

      


  

    
Daraja.C2B.RegisterUrlRequest 
    



      
Input struct for a C2B Register URL request.
Required fields: short_code, response_type, confirmation_url, validation_url.
response_type must be either "Completed" or "Cancelled" (sentence case).
This determines what M-PESA does when the validation URL is unreachable:
	"Completed" — M-PESA automatically completes the transaction.
	"Cancelled" — M-PESA automatically cancels the transaction.
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          @type t() :: %Daraja.C2B.RegisterUrlRequest{
  confirmation_url: String.t(),
  response_type: String.t(),
  short_code: String.t(),
  validation_url: String.t()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      new(params)



        
          
        

    

  


  

      

          @spec new(map()) ::
  {:ok, t()}
  | {:error, :invalid_request,
     [atom() | {:response_type, String.t()} | {atom(), String.t()}]}


      



  


        

      


  

    
Daraja.C2B.Response 
    



      
Response structs for the C2B Register URL and Simulate APIs.
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        from_map(map)

      


        Parses a raw response map into a Success or Error struct.
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      from_map(map)



        
          
        

    

  


  

      

          @spec from_map(map()) ::
  Daraja.C2B.Response.Success.t() | Daraja.C2B.Response.Error.t()


      


Parses a raw response map into a Success or Error struct.
Note: Safaricom's API uses the misspelled key OriginatorCoversationID
(missing the second 'n'). Both spellings are handled here for resilience.

  


        

      


  

    
Daraja.C2B.Response.Error 
    



      
Returned when Safaricom rejects a C2B request.
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          @type t() :: %Daraja.C2B.Response.Error{
  error_code: String.t(),
  error_message: String.t(),
  request_id: String.t()
}


      



  


        

      


  

    
Daraja.C2B.Response.Success 
    



      
Returned when Safaricom successfully accepts a C2B request.
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          @type t() :: %Daraja.C2B.Response.Success{
  originator_conversation_id: String.t(),
  response_code: String.t(),
  response_description: String.t()
}


      



  


        

      


  

    
Daraja.C2B.SimulateRequest 
    



      
Input struct for a C2B Simulate transaction request (sandbox only).
Required fields: short_code, command_id, amount, msisdn.
Optional fields: bill_ref_number.
command_id must be either:
	"CustomerPayBillOnline" — payment to a Paybill number.
	"CustomerBuyGoodsOnline" — payment to a Till number.

bill_ref_number is the account reference for Paybill payments.
It should be nil for Till number payments (CustomerBuyGoodsOnline).
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          @type t() :: %Daraja.C2B.SimulateRequest{
  amount: pos_integer(),
  bill_ref_number: String.t() | nil,
  command_id: String.t(),
  msisdn: String.t(),
  short_code: String.t()
}
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          @spec new(map()) ::
  {:ok, t()} | {:error, :invalid_request, [atom() | {:command_id, String.t()}]}


      



  


        

      


  

    
Daraja.Callback.Guard 
    



      
Optional idempotency guard for inbound M-PESA callbacks.
Safaricom may deliver the same callback more than once. Track seen transaction
identifiers (CheckoutRequestID, TransID, OriginatorConversationID, etc.)
before fulfilling orders or updating balances.
Add to your supervision tree when you want in-memory deduplication:
children = [
  {Daraja.Callback.Guard, []}
]
Entries expire after :ttl seconds (default 86_400) so the table does not
grow without bound.
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        Records id if it has not been seen within the TTL window.
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          @spec ensure_fresh(
  term(),
  keyword()
) :: :ok | {:error, :duplicate}


      


Records id if it has not been seen within the TTL window.
Returns :ok on first sighting or {:error, :duplicate} when the same id
was recorded recently.
server defaults to Daraja.Callback.Guard. Pass a custom atom when running
multiple named guards.
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Daraja.Callback.Security 
    



      
Optional verification helpers for inbound M-PESA webhook requests.
Safaricom Daraja callbacks are unsigned JSON POSTs. Authenticity must be
enforced by the host application—typically via HTTPS, a shared secret embedded
in the callback URL, IP allowlisting, idempotency on transaction IDs, and
reconciliation against outbound API calls or Safaricom query/status APIs.
This module does not prove a payment occurred; it only helps reject
requests that clearly did not come through your expected transport controls.
IP allowlist provenance
The built-in defaults are community-documented Safaricom Kenya callback
egress addresses widely cited in M-Pesa integrator guides and open-source
packages. They are not fetched from the live Daraja API and may change
without notice.
Defaults combine:
	CIDR subnets 196.201.212.0/24, 196.201.213.0/24, and
196.201.214.0/24 (Safaricom 196.201.x.x address space)
	An explicit host list matching commonly published production callback IPs

Verify the current list with Safaricom support or your own production logs,
then override via application config:
config :daraja,
  callback_cidrs: ["196.201.214.0/24", "196.201.213.0/24", "196.201.212.0/24"],
  callback_hosts: ["196.201.214.200", "196.201.212.127"]
Per-request overrides are also supported through verify/1 and safaricom_ip?/2.
IP allowlisting is intended for production. Sandbox callbacks (for example
via ngrok) typically will not match these ranges—disable check_ip in dev.
Example (Phoenix)
with :ok <-
       Daraja.Callback.Security.verify(
         ip: conn.remote_ip,
         check_ip: true,
         shared_secret: Application.fetch_env!(:my_app, :mpesa_callback_secret),
         provided_secret: conn.params["token"]
       ),
     {:ok, callback} <- Daraja.Express.Callback.parse(payload),
     :ok <- Daraja.Callback.Guard.ensure_fresh(callback.checkout_request_id) do
  # ...fulfil order...
  json(conn, Daraja.Express.Callback.accept())
else
  {:error, :untrusted_ip} -> send_resp(conn, 403, "Forbidden")
  {:error, :invalid_secret} -> send_resp(conn, 403, "Forbidden")
  {:error, :invalid_callback, _} -> send_resp(conn, 400, "Bad Request")
  {:error, :duplicate} -> json(conn, Daraja.Express.Callback.accept())
end
Register callback URLs with a secret query parameter, for example
https://example.com/mpesa/callback?token=your-secret, and pass the same
value to provided_secret.
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        Returns the active CIDR and host allowlists as a map.
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        Returns the configured callback CIDR allowlist.
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        Returns the configured explicit callback host allowlist.
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        Built-in CIDR defaults shipped with the library.



    


    
      
        known_callback_hosts()

      


        Built-in explicit host defaults shipped with the library.



    


    
      
        safaricom_ip?(ip, allowlist_override \\ [])

      


        Returns true when ip matches the active allowlist.



    


    
      
        shared_secret_valid?(provided, expected)

      


        Constant-time comparison of callback URL secrets.



    


    
      
        verify(opts)

      


        Runs enabled verification checks. Skips any check whose inputs are omitted.
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          @type allowlist() :: %{cidrs: [String.t()], hosts: [String.t()]}
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          @type verify_error() :: :untrusted_ip | :invalid_secret | :invalid_ip
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          @spec allowlist() :: allowlist()


      


Returns the active CIDR and host allowlists as a map.
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          @spec callback_cidrs() :: [String.t()]


      


Returns the configured callback CIDR allowlist.
Reads :callback_cidrs from config :daraja, ... when set, otherwise
default_cidrs/0.
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          @spec callback_hosts() :: [String.t()]


      


Returns the configured explicit callback host allowlist.
Reads :callback_hosts from config :daraja, ... when set, otherwise
known_callback_hosts/0.
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          @spec default_cidrs() :: [String.t()]


      


Built-in CIDR defaults shipped with the library.
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          @spec known_callback_hosts() :: [String.t()]


      


Built-in explicit host defaults shipped with the library.
These mirror commonly published Safaricom production callback IPs cited in
integrator documentation. Prefer callback_hosts/0 at runtime.
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          @spec safaricom_ip?(term(), keyword() | [String.t()]) :: boolean()


      


Returns true when ip matches the active allowlist.
ip may be an IPv4 tuple, or a string parseable by :inet.parse_address/1.
Only IPv4 matching is supported.
When the second argument is a plain list of CIDR strings (no cidr/host keys),
only those CIDRs are checked—useful in tests. Otherwise pass [] or a keyword
list with optional :cidrs and :hosts overrides.
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          @spec shared_secret_valid?(term(), term()) :: boolean()


      


Constant-time comparison of callback URL secrets.
Returns true when both values are binaries and equal. Returns false when
either value is nil, not a binary, or they differ.
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          @spec verify(keyword()) :: :ok | {:error, verify_error()}


      


Runs enabled verification checks. Skips any check whose inputs are omitted.
Options:
	:ip — client address as an IPv4/IPv6 tuple or string (e.g. conn.remote_ip)
	:check_ip — when true, requires :ip to match :cidrs and/or :hosts
	:cidrs — CIDR strings for this request; defaults to callback_cidrs/0
	:hosts — explicit IPv4 strings for this request; defaults to callback_hosts/0
	:shared_secret — expected secret (e.g. from app config)
	:provided_secret — secret from the callback URL query/path

Returns :ok or {:error, reason}.

  


        

      


  

    
Daraja.CallbackURL 
    



      
Validates callback URLs before they are registered with Safaricom.
Safaricom's servers call these URLs on payment events. Rejecting unsafe values
at the library boundary reduces server-side callback SSRF risk when URLs come
from multi-tenant input or compromised credentials.
Configuration
config :daraja,
  environment: :production,
  validate_callback_urls: true,
  allowed_callback_hosts: ["myapp.com", "api.myapp.com"]
	:validate_callback_urls — when false, validation is skipped in
:sandbox only. Production always validates.
	:allowed_callback_hosts — when set, the URL host must match an entry
exactly or be a subdomain of one. Omit to allow any public hostname.

Rules
	Production requires https://. Sandbox also allows http://.
	Literal private, loopback, link-local, and metadata addresses are rejected.
	Known metadata hostnames (for example metadata.google.internal) are rejected.
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          @spec validate(
  String.t(),
  keyword()
) :: :ok | {:error, String.t()}


      



  



    

  
    
      
    
    
      validate_all(params, fields, opts \\ [])



        
          
        

    

  


  

      

          @spec validate_all(map(), [atom()], keyword()) ::
  :ok | {:error, [{atom(), String.t()}]}


      



  


        

      


  

    
Daraja.Client 
    



      
Connection-level handle holding Daraja credentials, merchant defaults, and the
target environment.
Use new/1 to build a client. Per-call options override values pulled from
the :daraja application environment.
Examples
Build a client from application configuration:
client = Daraja.Client.new()
Override individual fields (handy for multi-tenant scenarios):
client =
  Daraja.Client.new(
    consumer_key: merchant.consumer_key,
    consumer_secret: merchant.consumer_secret
  )
Pass the client to an endpoint module:
Daraja.Express.request(client, %{
  amount: 100,
  phone_number: "254712345678",
  account_reference: "Order-001"
})
Required vs. optional fields
consumer_key and consumer_secret are always required. new/1 raises if
they are absent from both options and the application environment.
business_short_code, passkey, and callback_url are STK Push-only and
default to nil. Daraja.Express.request/2 validates that they are set
before sending a request.
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        base_url(client)

      


        Returns the Safaricom base URL for the client's environment.



    


    
      
        new(opts \\ [])

      


        Builds a Daraja.Client from options, falling back to the :daraja
application environment for any missing value.
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          @type env() :: :sandbox | :production


      



  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Daraja.Client{
  business_short_code: String.t() | nil,
  callback_url: String.t() | nil,
  consumer_key: String.t(),
  consumer_secret: String.t(),
  environment: env(),
  passkey: String.t() | nil
}
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          @spec base_url(t()) :: String.t()


      


Returns the Safaricom base URL for the client's environment.

  



    

  
    
      
    
    
      new(opts \\ [])



        
          
        

    

  


  

      

          @spec new(keyword()) :: t()


      


Builds a Daraja.Client from options, falling back to the :daraja
application environment for any missing value.
Raises if consumer_key or consumer_secret cannot be resolved.

  


        

      


  

    
Daraja.Express 
    



      
M-Pesa Express (STK Push) — initiates a payment prompt on a customer's phone.
Example
client = Daraja.Client.new()

Daraja.Express.request(client, %{
  amount: 100,
  phone_number: "254712345678",
  account_reference: "Order-001",
  transaction_desc: "Payment"
})
The client must carry business_short_code, passkey, and callback_url
(either via options to Daraja.Client.new/1 or via the :daraja application
environment). Calls return {:error, :invalid_client, missing} when any of
those fields is missing.
Security
STK requests encode the passkey into the Password field
(Base64(short_code <> passkey <> timestamp)). Anyone with a captured request
body can recover the passkey. Never log STK request bodies; ensure TLS-only
transport and redact Password in any custom HTTP client logging.
The Timestamp field and password must use East Africa Time (EAT, UTC+3),
not the host machine's local timezone or raw UTC.
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        request(client, request)

      


        Sends an STK Push (M-Pesa Express) request.
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          @type result() ::
  {:ok, Daraja.Express.Response.Success.t()}
  | {:error, :invalid_request, [atom()]}
  | {:error, :invalid_client, [atom()]}
  | {:error, :auth_failed, Daraja.APIError.t()}
  | {:error, :http_error, Daraja.APIError.t() | term()}
  | {:error, :request_failed,
     Daraja.Express.Response.Error.t() | Daraja.APIError.t()}
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      request(client, request)



        
          
        

    

  


  

      

          @spec request(Daraja.Client.t(), map() | Daraja.Express.Request.t()) :: result()


      


Sends an STK Push (M-Pesa Express) request.
Required params: amount, phone_number, account_reference.
Optional params: transaction_desc, transaction_type.

  


        

      


  

    
Daraja.Express.Callback 
    



      
Helpers for parsing STK Push (M-Pesa Express) callback payloads posted by
M-PESA to the merchant's CallBackURL.
STK Push callbacks are one-way notifications: M-PESA only needs the merchant
to acknowledge receipt with ResultCode: 0.
Daraja does not sign callbacks.   Verify the request with
Daraja.Callback.Security and deduplicate with Daraja.Callback.Guard before
treating parsed output as proof of payment. Use parse/1 on untrusted input.
Example
with :ok <-
       Daraja.Callback.Security.verify(
         ip: conn.remote_ip,
         check_ip: true,
         shared_secret: callback_secret,
         provided_secret: conn.params["token"]
       ),
     {:ok, callback} <- Daraja.Express.Callback.parse(payload),
     :ok <- Daraja.Callback.Guard.ensure_fresh(callback.checkout_request_id) do
  json(conn, Daraja.Express.Callback.accept())
end
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        accept()

      


        Builds the JSON response body used to acknowledge an STK Push callback.



    


    
      
        callback_metadata_map(items)

      


        Flattens the CallbackMetadata.Item list into %{"Name" => value}.



    


    
      
        from_map(map)

      


        Parses an STK Push callback payload map into a %Result{} struct.



    


    
      
        parse(map)

      


        Parses an STK Push callback map from an untrusted HTTP request.
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          @spec accept() :: %{required(String.t()) => String.t() | non_neg_integer()}


      


Builds the JSON response body used to acknowledge an STK Push callback.
Daraja.Express.Callback.accept()
#=> %{"ResultCode" => 0, "ResultDesc" => "Success"}
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          @spec callback_metadata_map([map()] | nil) :: %{optional(String.t()) => term()}


      


Flattens the CallbackMetadata.Item list into %{"Name" => value}.

  



  
    
      
    
    
      from_map(map)



        
          
        

    

  


  

      

          @spec from_map(map()) :: Daraja.Express.Callback.Result.t()


      


Parses an STK Push callback payload map into a %Result{} struct.
Successful payloads include a CallbackMetadata block with the transaction
details (Amount, MpesaReceiptNumber, TransactionDate, PhoneNumber). Failed
payloads omit it.
Prefer parse/1 for inbound HTTP requests. from_map/1 accepts only payloads
with a Body.stkCallback envelope.
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          @spec parse(map()) ::
  {:ok, Daraja.Express.Callback.Result.t()}
  | {:error, :invalid_callback, String.t()}


      


Parses an STK Push callback map from an untrusted HTTP request.
Returns {:error, :invalid_callback, reason} when the top-level shape does
not match a Daraja STK callback.

  


        

      


  

    
Daraja.Express.Callback.Result 
    



      
Parsed STK Push callback payload.
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          @type metadata_item() :: %{name: String.t(), value: term()}
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          @type t() :: %Daraja.Express.Callback.Result{
  callback_metadata: [metadata_item()],
  callback_metadata_map: %{optional(String.t()) => term()},
  checkout_request_id: String.t() | nil,
  merchant_request_id: String.t() | nil,
  result_code: integer() | String.t() | nil,
  result_desc: String.t() | nil
}


      



  


        

      


  

    
Daraja.Express.Request 
    



      
Input struct for an STK Push request.
Required fields: amount, phone_number, account_reference.
Phone numbers in local 07XXXXXXXX form are normalized to 254XXXXXXXXX.
Account reference is displayed to the customer in the USSD prompt (max 12 chars).
Transaction description is optional (max 13 chars).
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          @type t() :: %Daraja.Express.Request{
  account_reference: String.t(),
  amount: pos_integer(),
  phone_number: String.t(),
  transaction_desc: String.t() | nil,
  transaction_type: String.t()
}
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          @spec new(map()) ::
  {:ok, t()}
  | {:error, :invalid_request,
     [
       atom()
       | {:amount, String.t()}
       | {:phone_number, String.t()}
       | {:account_reference, String.t()}
       | {:transaction_desc, String.t()}
       | {:transaction_type, String.t()}
     ]}


      



  


        

      


  

    
Daraja.Express.Response 
    



      
Response structs for the STK Push API.
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          @spec from_map(map()) ::
  Daraja.Express.Response.Success.t() | Daraja.Express.Response.Error.t()


      



  


        

      


  

    
Daraja.Express.Response.Error 
    



      
Returned when Safaricom rejects the STK Push request.
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          @type t() :: %Daraja.Express.Response.Error{
  error_code: String.t(),
  error_message: String.t(),
  request_id: String.t()
}


      



  


        

      


  

    
Daraja.Express.Response.Success 
    



      
Returned when Safaricom successfully accepts the STK Push request.
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          @type t() :: %Daraja.Express.Response.Success{
  checkout_request_id: String.t(),
  customer_message: String.t(),
  merchant_request_id: String.t(),
  response_code: String.t(),
  response_description: String.t()
}


      



  


        

      


  

    
Daraja.HTTP.Retry 
    



      
Opt-in HTTP retry with exponential backoff and jitter.
Disabled by default. Enable for idempotent operations such as OAuth token
fetches:
config :daraja, :http_retry,
  enabled: true,
  max_attempts: 3,
  base_ms: 100,
  max_ms: 2_000,
  jitter: true
Daraja.Auth.fetch_token/1 respects this config. Payment POST endpoints
do not retry automatically — wrap your own calls with run/2 when you
have explicit idempotency guarantees.
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        run(fun, opts \\ [])

      


        Runs fun/0, retrying {:error, reason} results when retry is enabled and
reason is retryable.



    





      


      
        Types


        


  
    
      
    
    
      config()



        
          
        

    

  


  

      

          @type config() :: %{
  enabled: boolean(),
  max_attempts: pos_integer(),
  base_ms: pos_integer(),
  max_ms: pos_integer(),
  jitter: boolean()
}
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      run(fun, opts \\ [])



        
          
        

    

  


  

      

          @spec run(
  (-> term()),
  keyword()
) :: term()


      


Runs fun/0, retrying {:error, reason} results when retry is enabled and
reason is retryable.
Pass enabled: true in opts to force retries for a single call regardless
of application config.

  


        

      


  

    
Daraja.HTTPClient behaviour
    



      
Behaviour for making HTTP requests.
Library users can implement this behaviour to provide a custom HTTP client,
or rely on the default Daraja.HTTPClient.Finch implementation.
The default implementation is Daraja.HTTPClient.Finch, which requires
{:finch, "~> 0.23"} in your mix.exs and a Finch pool (default name
Daraja.Finch) started in your supervision tree. CI verifies compatibility
from Finch 0.23.0 through the latest ~> 0.23 release. If you configure a
custom client, both requirements can be dropped.
Configure the adapter in your application:
config :daraja, :http_client, MyApp.CustomHTTPClient
TLS
The default Finch adapter verifies Safaricom endpoints using the host OS
trust store (standard CA validation). Certificate pinning is not built in;
use a custom Daraja.HTTPClient implementation when your deployment requires
pinned certificates or other TLS hardening.
Custom client security
This behaviour specifies only the request/4 return shape. Custom
implementations must verify TLS peers, avoid logging credentials or full
request bodies (especially STK Password fields), use bounded timeouts, and
not follow redirects to unintended hosts. See Daraja.HTTPClient.Compliance
for a checklist you can use when reviewing or testing custom adapters.
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          @type body() :: binary()
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          @type headers() :: [{String.t(), String.t()}]
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          @type method() :: :get | :post | :put | :patch | :delete
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          @type status() :: 100..599
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          @callback request(method(), url :: String.t(), headers(), body()) ::
  {:ok, status(), headers(), body()} | {:error, term()}


      



  


        

      


  

    
Daraja.HTTPClient.Compliance 
    



      
Security checklist for custom Daraja.HTTPClient implementations.
The behaviour defines only the request/4 callback shape. When you provide
your own adapter, ensure it meets these minimum requirements before using it
with live M-PESA credentials:
	TLS — Verify server certificates against a trusted CA store (or your
pinned trust store). Never disable peer verification in production.
	Credential safety — Do not log request or response bodies, headers
such as Authorization, or STK Password fields.
	Timeouts — Use bounded connect and receive timeouts so hung requests
cannot accumulate indefinitely.
	Redirects — Do not follow redirects to hosts outside Safaricom's
documented API domains (sandbox.safaricom.co.ke, api.safaricom.co.ke).

Use checklist/0 in onboarding docs or CI smoke tests for custom clients.
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          @spec checklist() :: [String.t()]


      



  


        

      


  

    
Daraja.HTTPClient.Finch 
    



      
Default HTTP client implementation using Finch.
To use this adapter, start a Finch pool in your application's supervision tree.
The pool name defaults to Daraja.Finch but can be overridden via config:
# config/config.exs
config :daraja, :finch_name, MyApp.Finch
Start the pool under the configured name:
children = [
  {Finch, name: MyApp.Finch}
]
If the pool is not running, request/4 returns
{:error, {:finch_pool_not_started, pool}}.
Configure Daraja to use this adapter (this is the default, so the config is optional):
config :daraja, :http_client, Daraja.HTTPClient.Finch
Timeouts
Requests use receive_timeout from config (default 10_000 ms):
config :daraja, :http_receive_timeout, 10_000
TLS
Requests use Finch's default SSL settings, which validate server certificates
against the operating system's CA bundle. For certificate pinning or custom
trust stores, implement Daraja.HTTPClient and configure :http_client to
point at your adapter.

      




  

    
Daraja.HTTPResponse 
    



      
Maps HTTP status codes from Safaricom Daraja API responses before JSON parsing.
Daraja signals most application errors in the response body (errorCode,
errorMessage, or ResponseCode) and commonly uses HTTP 200 or 400 for
those payloads. Auth and infrastructure failures use other status codes and
should not be parsed as business-level success or error structs.
Status handling
	2xx and 400 — parse the body with the caller's parser (Daraja error
envelope or success fields).
	401 / 403 — {:error, :auth_failed, %Daraja.APIError{}} (expired or
invalid token).
	5xx and other statuses — {:error, :http_error, %Daraja.APIError{}} for
gateway or unexpected HTTP failures.
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          @spec dispatch(
  Daraja.HTTPClient.status(),
  binary(),
  (binary(), Daraja.HTTPClient.status() -> term())
) :: term()


      



  


        

      


  

    
Daraja.SecurityCredential 
    



      
Utilities for building Daraja security credentials.
Safaricom expects the initiator password encrypted with the portal-provided
certificate/public key and Base64 encoded. Used by B2B and B2C PaymentRequest
modules; also callable directly.
Download the encryption certificate from the
Daraja developer portal only.
Pinning trusted certificates
When :security_credential_pins is set, PEM inputs must match a configured
SPKI SHA-256 fingerprint before encryption:
config :daraja,
  environment: :production,
  security_credential_pins: ["yGsAE85gJh3satQK/3DRqZCjovsVGOqmUQ22wXvoIko"]
Generate a pin from a portal certificate with spki_fingerprint/1.
Pinning is skipped when the list is empty. In :sandbox, set
:enforce_security_credential_pins to false to disable pinning during
local development. Production always enforces when pins are configured.
Tuple credentials ({password, pem})
Tuple inputs are encrypted on first use and cached in :persistent_term.
For production, pre-encrypt at deploy time and pass only the Base64 string.
Disable tuple credentials in production:
config :daraja,
  environment: :production,
  allow_tuple_security_credential: false
A one-time warning is logged when tuples are used (disable with
:warn_tuple_security_credential: false).
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        encrypt(password, pem)

      


        Encrypts a plaintext initiator password using the provided PEM certificate or
PEM public key and returns a Base64 encoded security credential.



    


    
      
        resolve(credential)

      


        Resolves a security_credential input to an encrypted Base64 string.



    


    
      
        spki_fingerprint(pem)

      


        Returns the SHA-256 SPKI fingerprint (Base64) for a PEM certificate or public key.
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          @type encrypt_error() ::
  :invalid_public_key
  | :encryption_failed
  | :untrusted_public_key
  | :tuple_credentials_disabled
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          @spec encrypt(String.t(), String.t()) :: {:ok, String.t()} | {:error, encrypt_error()}


      


Encrypts a plaintext initiator password using the provided PEM certificate or
PEM public key and returns a Base64 encoded security credential.
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          @spec resolve(String.t() | {String.t(), String.t()} | nil | term()) ::
  {:ok, String.t() | nil} | {:error, encrypt_error() | :invalid_format}


      


Resolves a security_credential input to an encrypted Base64 string.
Accepts:
	A pre-encrypted Base64 string — returned as-is.
	A {password, pem} tuple — encrypts using encrypt/2.
	nil — returned as {:ok, nil} so the missing-field check in
PaymentRequest.new/1 can report it normally.
	Any other value — returns {:error, :invalid_format}.
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          @spec spki_fingerprint(String.t()) ::
  {:ok, String.t()} | {:error, :invalid_public_key}


      


Returns the SHA-256 SPKI fingerprint (Base64) for a PEM certificate or public key.
Use the value in :security_credential_pins.

  


        

      


  

    
Daraja.Supervisor 
    



      
Optional supervisor that starts Daraja.TokenCache. Add it to your
application's supervision tree to enable token caching across all API calls:
children = [
  {Daraja.Supervisor, []}
]
The library is process-free by default; caching is opt-in.
Custom names (umbrella apps)
Use name: to name the supervisor and cache_name: to name the cache
process and its ETS table. They must be distinct atoms:
{Daraja.Supervisor, name: :billing_sup, cache_name: :billing_cache}
Then point Daraja.Auth.get_token/1 at the custom cache via config:
# config/config.exs (or the appropriate umbrella child config)
config :daraja, token_cache: :billing_cache
Each BEAM node can only register one ETS named table per atom. Starting two
supervisors with the same cache_name: (or both using the default) will
fail at startup.
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        Returns a specification to start this module under a supervisor.
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        Callback implementation for Supervisor.init/1.
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Returns a specification to start this module under a supervisor.
See Supervisor.
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Daraja.TokenCache 
    



      
ETS-backed GenServer that caches Daraja access tokens to eliminate the
network round-trip on every API call.
Add Daraja.Supervisor to your application's supervision tree to opt in:
children = [
  {Daraja.Supervisor, []}
]
The library is process-free by default; caching is opt-in.
Cache key
Tokens are keyed by {consumer_key, environment, secret_hash} where
secret_hash is a SHA-256 digest of consumer_secret. Rotating the secret
while keeping the same consumer key produces a cache miss and fetches a fresh
token. Call invalidate/1 after rotation to evict any orphaned entry keyed
under the previous secret.
TTL and refresh
Token lifetime comes from Safaricom's OAuth expires_in field. :ttl
(default 3600 s) is used only when expires_in is absent or unparseable.
:refresh_before (default 120 s) controls how many seconds before expiry
the cache proactively fetches a fresh token in the background.
refresh_before should be less than the configured :ttl fallback and the
effective token lifetime. When expires_in is shorter than refresh_before,
refresh is scheduled immediately. init/1 raises when refresh_before >= ttl.
Concurrent fetches
OAuth network I/O runs in Task.Supervisor workers — not inside the
GenServer mailbox — so cache misses for different credentials fetch in
parallel. Concurrent misses for the same key share one in-flight task.
Crash and restart
ETS tables are owned by the GenServer process. On crash and supervisor
restart, the old table is gone and a fresh one is created — all cached tokens
are lost and the next request per client pays a cold network fetch.
ETS access
The cache table is :protected: any process may read (lock-free happy path
in get_token/2), but only the owning GenServer may insert or delete. This
prevents local cache poisoning by unrelated processes while preserving read
concurrency.
Credential retention
Client credentials are held in the GenServer's clients map (keyed like the
token cache) so proactive refresh timers carry only the cache key—not a full
%Daraja.Client{}—in delayed messages.
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        Returns a cached access token for client, fetching from the network on a
miss.



    


    
      
        invalidate(client, server \\ __MODULE__)

      


        Evicts the cached token for client, canceling any scheduled refresh.



    


    
      
        start_link(opts)
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          @spec get_token(Daraja.Client.t(), atom()) ::
  {:ok, String.t()}
  | {:error, :auth_failed, term()}
  | {:error, :http_error, term()}


      


Returns a cached access token for client, fetching from the network on a
miss.
Reads directly from ETS on the happy path (lock-free). Falls back to a
GenServer.call on a miss or when the ETS table doesn't exist yet (brief
startup race between supervisor start and init/1 completing).
server defaults to Daraja.TokenCache. Pass a custom atom when using a
non-default cache name configured via cache_name: in Daraja.Supervisor.

  



    

  
    
      
    
    
      invalidate(client, server \\ __MODULE__)



        
          
        

    

  


  

      

          @spec invalidate(Daraja.Client.t(), atom()) :: :ok


      


Evicts the cached token for client, canceling any scheduled refresh.
Use after credential rotation to drop a stale entry obtained with the
previous secret. With the updated cache key, a rotated secret already
misses the cache; invalidate/1 cleans up the orphaned entry and timer.
server defaults to Daraja.TokenCache.
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